Air cargo security. A detailed program was adopted on
August 25, 1971, including target dates for completion of
specific tasks. The program encompasses the following
areas;

Q Cargo loss reporting;
Q Cargo accountability and documentation;
Q Packaging, labeling, containers, and seals;
Q Carrier liability, insurance, and loss claims;
n Physical and procedural security measures;
Q Personnel security measures;
Q Coordination of Federal programs;
G Coordination of State and local government programs;
Q Law enforcement and criminal prosecution;
Q Testing of experimental projects under field condi-
tions; and
Q Security research and dissemination of technical data.

FAA security personnel located in the field are responsi-
ble for assisting the airport operators, air carriers, and
others in improving the security capabilities of more than
500 principal airports in the United States. They will also
make very significant contributions to the cargo security
programs.

Interdepartmental efforts. The Bureau of Customs has
instituted efforts to prevent cargo theft at international
airports of entry. A pilot project which was started at John
F. Kennedy Airport on May 15, 1970, has significantly
reduced such thefts.

Under the guidance of the Interdepartmental Com-
mittee for Transportation Security, with the Assistant
Secretary of Transportation for Safety and Consumer
Affairs as chairman, all relevant elements of the Federal
Government are now being mobilized to reduce cargo
thefts.

Information network. U.S. flag carriers serve over 140
points in about 80 countries and dependencies. Many
hijacking and bomb threats have concerned these U.S.
flight operations outside of the United States, The De-
partment of State and FAA have developed procedures
for disseminating alert notices to American embassies with
respect to such threats.

The purpose of disseminating such information is to
alert Government and airline personnel to the increased
possibility of incidents and to permit the timely use of
measures to eliminate or reduce the opportunity for an
attack. It is also intended to increase the likelihood that
a criminal will be detected before the crime is actively
underway or that he is apprehended before he can carry
out his unlawful intentions.

Security manual. The International Civil Aviation
Organization (ICAO) is developing a security manual to
assist its 120 member states in implementing the security
specifications and practices recommended by IOAO,

An intergovernmental advisory group met in Mont-
real in July under U.S. chairmanship. Other participants
were the United Kingdom, Switzerland, France, Brazil,
the International Air Transport Association, the Interna-
tional Federation of Airline Pilots Associations, and the
Airport Association Coordinating Council. The advisory
group met in Montreal again in October 1971 to review a
final draft of the manual.

Drug Abuse Prevention

FAA has been concerned with the involvement in narco-
tics and drug abuse of persons in the aviation industry
holding FAA certification, especially those holding a Pilot
or Flight Instructor Rating. Another FAA concern is the
use of aircraft in smuggling narcotics and drugs into the
country.

Intelligence points to the increased smuggling of drugs
and narcotics by general aviation aircraft from Mexico
and points south into the border States of Texas, New
Mexico, Arizona, and California and also into Florida
areas. Many of the aircraft being utilized for this purpose
are stolen. Smuggling operations are simplified by gaps in
radar coverage and easily accessible and remote landing
sites.

FAA approved a program designed to increase its
capability to detect, investigate, and prevent narcotics
and drug abuse affecting aviation safety. This program
involves, to varying degrees, most staff elements and all
supervisors in the agency.

Various phases of the program are being implemented.
A drug awareness committee was formed, which includes
senior representation from the Office of Air Transporta-
tion Security, General Counsel, Associate Administrator
for Manpower, Office of Labor Relations, Office of Train-
ing, Office of Aviation Medicine, and Office of Public Af-
fairs, with the Deputy Director of Air Transportation
Security as its chairman.

Drug arrests. By arrangement with the FBI Identifica-
tion Division, the Office of Air Transportation Security is
informed of arrests in drug cases where the fingerprint
card submitted by arresting authorities indicates the sub-
ject is involved in aviation.

This procedure was established in FY 1972 at the re-
quest of the General Counsel, so that action could be
taken against certificated pilots and flight instructors un-
der section 61.6(a) of the Federal Aviation Regulations
(Carriage of Narcotic Drugs, Marijuana, and Depres-
sant or Stimulant Drugs) when conviction results. The
program is supplemented by liaison with State and local
law enforcement agencies to assure notification when such
arrests occur.

Aircraft Theft and Smuggling

In view of the fact that the theft of aircraft and the
smuggling of narcotics and dangerous drugs are related,
FAA has been devoting extensive efforts on projects de-
signed to improve the effectiveness of FAA and interested
law enforcement agencies in their efforts to combat crimes
in which aircraft are involved.

In light of an increase in the theft of general avia-
tion aircraft and avionics, FAA is revising and strengthen-

428ed technical tasks.
